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The University of Chichester

Data Protection Policy
Introduction

The Data Protection Act 1998 (“the Act”) gives rights to individuals, including staff and
students, about whom information or “personal data” is obtained or processed. This
Policy does not distinguish between manual and electronic processing of data.

This Policy summarises and explains the legal obligations placed upon the University
of Chichester (the “University”) with regard to its data processing activities.

The University is fully committed to complying with its obligations under the Act, in
respect of all processing of personal data in connection with its business and in so
doing meeting the expectations of its staff and students.

A “data subject” is any individual about whom the University processes personal and/or
sensitive personal data.

“Staff”, “students” and “other data subjects” may include past, present and potential
members of those groups. “Other data subjects” and “third parties” may include
contractors, suppliers, contacts, referees, friends, family members, or any other person
that the University conducts its business with.

What is Personal Data?

Personal data is information which relates to a living individual (ie not companies) who
can be identified from that information, (whether directly or indirectly on its own or in
conjunction with any other information held).

Personal data must relate to that individual’s personal, private, business or
professional life. Examples of personal data that the University may process from time
to time in its day to day business are detailed in Appendix 1.

What is processing?

Data processing is the collective term for any action or operation carried out in relation
to personal data. This includes collection, use, transfer, download, amendment,
storage, deletion and retention of personal data by the University, amongst other tasks.

The purposes for which personal data is processed by the University are set out in
Appendix 2 to this Policy. If the University processes personal data for new or
amended purposes, it will update this Policy to notify staff, students and other data
subjects accordingly.

As a result, the University recommends that staff, students and other data subjects
check this Policy regularly to ensure that they are aware of the latest version and any
relevant changes from time to time.

Sensitive Personal Data

Sensitive personal data is personal data relating to:
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4.2

4.3

4.4

4.5

e race;
e political opinions;

¢ health (physical or mental);

o religious beliefs;

¢ trade union membership;

e criminal records and alleged offences;
¢ racial or ethnic origin;

sexual life.

The University may, in some circumstances, be obliged by law to process sensitive
personal data about a data subject. For example, some jobs or courses will bring the
applicants into contact with children, including young people between the ages of 16
and 18, and the University has a duty under the Children Act 1989 and other
enactments to ensure that staff are suitable for the job, and students for the courses
offered by making certain criminal checks. The University may also require such
information for the administration of the sick pay policy, the absence policy or the equal
opportunities policy, or for academic assessment.

There are additional legal requirements placed upon the University where it is
processing sensitive personal data. In some cases the University requires the explicit
consent of the data subject before processing any of his/her data. Students may
provide their consent at the time of acceptance of a course; staff may provide their
consent at the time of employment by signing an explicit notice of consent.

The University also asks for information about particular health needs, such as
allergies to particular forms of medication, or conditions such as asthma or diabetes.
The University will only use such information where legally permitted to do so, to
protect the health and safety of the individual, for example, in the event of a medical
emergency.

In certain limited circumstances, the University does not have to obtain an individual's
consent to process his or her sensitive personal data. The circumstances most
relevant to the University are:

¢ the processing is necessary to protect the vital interests of the data subject (where
consent cannot be given by the data subject or cannot reasonably be obtained by
the University) or of another person (where consent by the data subject has been
unreasonably withheld - for example in a medical emergency).

¢ the processing relates to information deliberately made public by the data subject;

¢ the processing is necessary for an employment related legal (not contractual)
obligation;

¢ the processing is carried out by a health professional and is necessary for medical
purposes; or
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¢ the data relates to racial or ethnic origin and is processed in the context of equal
opportunity monitoring.

5.  The Rules for Processing Personal Data

Any personal data shall be processed in accordance with the eight Data Protection
Principles contained in the Act. These are that personal and sensitive personal data
must:

1) be processed fairly and lawfully;

2) be obtained for a specified and lawful purpose and shall not be processed in any
manner incompatible with the purpose;

3) be adequate, relevant and not excessive for the purpose;

4) be accurate and up-to-date;

5) not be kept for longer than necessary for the purpose;

6) be processed in accordance with the data subject’s rights;

7) be kept safe from unauthorised processing, and accidental loss, damage or
destruction; and

8) not be transferred to a country outside the European Economic Area, unless
that country has equivalent levels of protection for personal data, except in
specified circumstances.

In addition, the University cannot use or process Personal Data unless one or more
conditions are met. The conditions most relevant to the University are:

e the data subject has given consent to the processing;

e where necessary to enter a contract with a data subject at their request or to
perform a contract with a data subject; or

¢ where a legitimate business interest is proportionate (i.e. not unwarranted having
regard to the rights and freedoms or legitimate interests of the data subject)

This overlaps with the University’s legal obligations under human rights legislation.
6. Rights of Access to Information

6.1 The University has a central procedure for dealing with all requests for access to
personal information, in accordance with the provisions of the Act. A data subject may
ask for their own Personal data (a “subject access request”). The Act does not
generally permit a person to see Personal Data about other people. Generally, if such
a valid subject access request is made the University will (if requested):

¢ advise the data subject whether it is processing any personal data concerning them
(or on their behalf);

¢ if so, give the data subject a description of that personal data, the purposes for
which the data is being processed and the recipient or classes of recipient to whom
it is or may be disclosed by the University;

¢ tell the data subject, in an intelligible and permanent format (unless the cost of such
permanent format would be disproportionate), the information contained in that
personal data and its source; and
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6.2

6.3

7.1

7.2

7.3

7.4

8.1

8.2

¢ if relevant, advise the data subject of the logic involved where a decision relating to
or significantly affecting the data subject is made on the basis of processing that
personal data by automatic means.

All requests will be dealt with by the Data Protection Officer within 40 days of receipt of
the valid request from the individual in writing (unless there is good reason for delay, in
which case, this reason will be explained in writing by the Data Protection Officer to the
data subject making the request). For a valid request the applicant must clearly identify
themselves and their request for their Personal Data and pay a £10.00 access fee
made payable to the University of Chichester. Any requests received by staff must be
passed immediately to the Data Protection Officer. The University may defer dealing
with a subject access request while it requests (and until it receives) proof of identity of
an applicant and/or the £10 fee.

Staff, students and other data subjects have the right to access personal data that is
being processed about them. Any person may exercise this right by submitting a
request in writing to the Data Protection Officer in accordance with 6.2 above.

Further Data Subject Rights

In addition to the right of access, every data subject has a right to require that the
University corrects or deletes any inaccurate data held about him/her. Any requests for
inaccuracies to be corrected should be addressed to the University’s Data Protection
Officer. The University is not obliged to do so in all cases. In that situation the
University will normally note the comments of the data subject in relation to the
relevant data.

If the data subject believes that the University is going to process his or her data in a
way that would be damaging or distressing to him or her, (s)he has the right to object
to the University processing his/her personal data in that manner. In such
circumstances the University will review the data processing which is the subject of the
complaint and will stop data processing where required under the Act. It may not have
to (or be legally able to) stop all data processing.

The data subject is entitled, by written notice, to require the University to ensure that
no decision which significantly affects that data subject is based solely on the
processing by automatic means of the data subject’s personal data.

Any data subject has the right to request the Commissioner to assess whether any
provision of the Act has been contravened by the University. This is a serious step
which should not be abused and which should not be taken as a last option if matters
cannot be reasonably agreed with the University.

Data Accuracy

Personal data must be kept accurate and where necessary up to date. It must be
adequate, relevant and not excessive for the purpose it was collected for.

The University will take reasonable steps to ensure accuracy and quality of personal
data, and to prevent it becoming out of date. Staff members and students will receive
regular requests to update their personal data and are responsible for doing so
promptly and accurately. Staff and students must provide the University with true and
accurate data and promptly notify it, where relevant, of any changes to it. Any incorrect
or out of date data will be removed as soon as possible.
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9.1

9.2

9.3

10.

11.

12.

13.

Data Security

Personal data will be stored and managed securely in compliance with this Policy and
the University of Chichester Electronic Information Security Policy.

Personal data must be kept and handled securely (both for electronic and paper
records) and all staff must take precautions against physical loss or damage occurring
to personal data and to minimise unauthorised access. Staff, students and other
relevant data subjects must ensure that both access to and disclosure of their personal
data is restricted as appropriate. The University expects staff to be responsible for
ensuring that appropriate security measures are taken. For example:

e computers are locked at all times when unattended,;
e a sensible password on computers, laptops, tablets and mobile phones is set;

e memory sticks should not be used to store sensitive personal information, and in
any case should be encrypted

e passwords are not shared or left unsecured and are changed when required; and
e Sensitive material is treated carefully, stored separately and not left unattended.

Sensitive personal data must be protected with a higher level of security. It is
recommended that sensitive records are kept separately in a locked drawer or filing
cabinet, or in a password-protected computer file. Where such information is required
to be accessed from outside of the University’s campuses, this should be by storing it
in a network drive location, using the remote access tools provided and this should be
with the prior written authority of their supervisor and in accordance with any conditions
set. The measures taken to safeguard such information should be implemented in
accordance with the Policy referred to at para 9.1 above. If a member of staff, or a
student, is holding, or intending to hold, sensitive personal information which is outside
standard University processing, e.g. for a research project, the Data Protection Officer
should be notified with details as soon as possible.

Retention of Data

The University will keep different types of information for different lengths of time,
depending on legal, academic, fiscal and operational requirements. The retention
periods of the data that the University processes is detailed in Appendix 3.

The Data Controller and the Designated Data Controllers

The University is the data controller under the Act, and the Vice-Chancellor is
ultimately responsible for its implementation. The Data Protection Officer will be
responsible for dealing with daily issues.

Assessment Marks

Students shall be entitled to information about their marks for assessments; however
this may take longer to provide than other information. The University may withhold
enrolment, awards, certificates, accreditation or references until monies or any other
financial obligations due to the University have been paid.

Compliance
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13.1 Compliance with the Act is the responsibility of all students and members of staff. Any
deliberate or reckless breach of this Policy or action which leads to the University being
in breach of its obligations under the Act may lead to disciplinary, and where
appropriate, legal proceedings.

13.2 Any individual, who considers that the Policy has not been followed in respect of
personal data about him or herself, should raise the matter with the Data Protection
Officer initially. If the matter is not resolved it should be referred to the staff grievance
or student complaints procedure.

14. Staff Responsibilities

All staff shall comply with the “Data Protection Guidelines for University Staff”
(Appendix 4).

15. Student Responsibilities
All students shall comply with the “Student Data Protection Statement” (Appendix 5).
16. Computer Equipment

Students and staff must comply with the University's policies, in particular the
University of Chichester Electronic Information Security Policy and the Code of
Conduct for the use of IT facilities and/or email systems.

17. Other Use

17.1 The University receives public funding and accordingly is subject to audit as a matter of
law and to comply with the requirements of funding agreements. Such audits may
involve processing personal data but are carried out subject to strict legal and/or
contractual controls.

17.2 The University is sometimes, unfortunately, involved in claims and/or investigations.
Personal Data may be processed, where necessary, in relation to crime prevention,
national security and/or dealing with legal proceedings or taking legal advice.

17.3 The University necessarily works with many partners to operate successfully and in
doing so must sometimes be subject to strict contractual controls, disclose or share
Personal Data with such partners or service providers. In some cases, these partners
are in other countries whose laws do not protect personal data or data subject rights as
well as our laws. In those cases, it is still possible to send personal data to that country
if you are satisfied that in the particular circumstances personal data and rights are
protected by other means to adequately safeguard them, as required by law. Any
queries should be referred to the Data Protection Officer.
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Appendix 1

Data Processed by the University

Academic Quality and Standards Service
Data Source:

Boards of Examiners Minutes (hard copy)

Boards of Examiners Minutes (electronic)

Student Academic Malpractice (hard copy and electronic)

External Examiners Personal Details (hard copy and electronic)

External Advisors Personal Details (hard copy and electronic)

Academic CVs on Programme Approval/Review Documentation (hard copy and electronic)
Mitigating Circumstances Forms (hard copy and electronic)

Appeals Against Board of Examiners (hard copy and electronic)

Student Complaints

(hard copy and electronic)

Office of the Independent Adjudicator for Higher Education Case Notes (hard copy and electronic)

Academic Registry

Data Source:

Student personal details (electronic)

Student files/records/academic references: electronic & paper

Student Transcripts (academic): electronic

Student Additional Requirements Agreement (SARA) Forms (re disability): paper

Pass Lists: electronic and paper

Mark Schedules: electronic and paper

Assessment Forms: electronic and paper

Examination Papers: electronic and paper

Boards of Examiners minutes: electronic and paper

Accommodation
Data Source:

Conference/Accommodation Records
Public Accommodation Records (summer B&B)
Student Accommodation Records

Admissions

Data Source:

Application forms/references/interview records/qualifications/ records: electronic & paper

Childcare Disqualification Regulations Declaration: paper; DBS (Disclosure and Barring Scheme) and
associated identity documents: electronic and paper.

Occupational Health Declarations: electronic and paper

Faculty/Programme Offices
Data Source:

Student files/records/academic references: Paper and electronic
External Examiners Addresses

Module Assessment Feedback (MAF on-line)

Student Transcripts (academic): paper
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Student Additional Requirements Agreement (SARA) Forms (re disability): paper

Pass Lists: electronic and paper

DBS (Disclosure and Barring Scheme) Student

Quality Assurance Agency (QAA) Requirements

Staff Addresses
*Consideration needs to be given to where these addresses are stored. They should be kept in a
lockable cabinet/ box for example

Disability assessment notes, paper and electronic

Destinations data
If the data is stored electronically then consideration should be given as to who can access this
information.

Student Field Trip Information (including personal information and payment records)

PRDP (Personal Development Record)

Disciplinary Case Investigation notes for students

Disciplinary Case Investigation notes for staff
Detalils of staff disciplinary procedures should not be kept within the Department/ Programme Office

Sickness Records (staff)

Alumni Information

First Aid/ Accident at Work Records

Academic CVs

Financial information pertaining to staff grade/salary

Financial information pertaining to associate lecturers

Contact details and copies of contracts pertaining to Link tutors/ associate lecturers.

Contact details of friends' of music with names, addresses and phone numbers

Hold names and addresses of junior music academy members.

School Partnership Office (SPO) database of accommodation providers which includes personal
emails, addresses.

Education placement students personal data (electronic)

Data bases of students home addresses/contact details

Education placement students’ personal data (electronic)

Student Personal Absence details

Module Registers

Student Work (Current Students)

Finance

Data Source:

Credit card details student/parents for regular payment plans

Invoices unpaid/paid

Student/Student Loans Company records

Student Ambassador Contracts and Claim Forms

Human Resources

Data Source:

Staff Record

Unsuccessful job applications

PRDP (Personal Development Record)

Disciplinary Case Investigation notes

Sickness Records

Criminal Records Bureau documentation

Accident at Work Records

Student Ambassador contracts
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IT Services

Data Source:

Staff and Student Network and Systems login (derived from student / staff record)

Staff and Student Network and system logs

Staff and Student internet sites access

Library Services

Data Source:

Borrower details - fines, disciplinary issues, payment for lost books, loan history

Staff Library records

Student Library records

Inter-library loan signed copyright declaration forms

Library Services staff records

Marketing

Data Source:

Alumni: electronic and paper

Mailing lists: electronic and paper

Photoshoot/brochure consent forms: paper

Student Enquiry data: electronic and paper

Research Office

Data Source:

Postgraduate research student files/records/academic references: electronic & paper

Enquiries from potential research students

Academic CVs

External Examiners Personal Details

External Advisors

Research candidates referee details

Applications for Ethical Approval

Information on payment of bursaries to research students

Research Excellence Framework Documentation

Financial information pertaining to staff grade/salary (project costings)

Student Support and Wellbeing Services

Data Source:

Counselling notes, paper and electronic

Health notes, paper and electronic

Care Leavers: paper and electronic

Disability assessment notes, paper and electronic

Other Advice notes, paper and electronic,

Destinations data
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Support & Information Zone (SIZ)

Data Source:

"Staff Identity Checker" (Tool within SIZ Console)
[Used to check security information before a password reset]

Student support plans (where applicable) — provided by Student Support

Widening Participation

Data Source:

Data collection for upload to HEAT (Higher Education Access Tracking) Service

University Secretary

Data Source:

Staff Record (ChET members)

Governors — applications (including unsuccessful)

Register of Interests (Governors and main budget holders)
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Appendix 2

University Information Processing

The University has notified the Information Commissioner that personal information may need
to be processed for the following purposes:

o Staff, Agent and Contractor Administration

. Advertising, Marketing, Public Relations, General Advice Services
o Accounts & Records

. Education

o Student and Staff Support Services

. Research

. Other Commercial Services

o Publication of the university magazine

. Graduation and alumni relations

. Police/solicitors

Complete details of the University's current entry on the Data Protection Register can be
found on the notification section of the Information Commissioner's web site. Select the
option to Search Register and when the search form is displayed, type University of
Chichester into the Name box and then click on Search.

The register entry provides:

o a fuller explanation of the purposes for which personal information may be used (in
broad but not detailed terms)

o details of the types of data subjects about whom personal information may be held
o details of the types of personal information that may be processed

o details of the individuals and organisations that may be recipients of personal
information collected by the University

o information about transfers of personal information.

11
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Appendix 3

Retention Periods (of data processed)

Academic Quality and Standards Service

Data Source

Location

Retention Policy

Boards of Examiners Minutes
(hard copy)

Academic Quality and
Standards Service

In perpetuity

Boards of Examiners Minutes
(electronic)

Academic Quality and
Standards Service

In perpetuity

Student Academic Malpractice
(hard copy and electronic)

Academic Quality and
Standards Service

Current year and previous 6
years

External Examiners Personal
Details (hard copy and
electronic)

Academic Quality and
Standards Service

5 years after last engagement

External Advisors Personal
Details (hard copy and
electronic)

Academic Quality and
Standards Service

5 years after last engagement

Academic CVs on Programme
Approval/Review
Documentation (hard copy and
electronic)

Academic Quality and
Standards Service

For the life of the programme.

Mitigating Circumstances
Forms (hard copy and
electronic)

Academic Quality and
Standards Service

8 years after form submission.

Appeals Against Board of
Examiners (hard copy and
electronic)

Academic Quality and
Standards Service

10 years after appeal

Student Complaints
(hard copy and electronic)

Academic Quality and
Standards Service

10 years after complaint

Office of the Independent
Adjudicator for Higher
Education Case Notes (hard
copy and electronic)

Academic Quality and
Standards Service

10 years after case

Academic Registry

Data Source

Location

Retention Policy

Student personal details
(electronic)

Tribal SITS

In accordance with SITS
deletion and archiving process
document

(currently in development)

Approved: Board of Governors — 25 November 2008
Policy & Appendices updated: December 2016

12



Student files/records/academic
references:
(electronic & paper)

Academic Registry (AR) &
Faculty/Programme offices

Current year plus previous five
years

Academic Transcripts:
(electronic)

Academic Registry

In perpetuity

Student Additional Requirements
Agreement (SARA) forms re
disability: (paper)

Academic Registry

Life cycle of the student plus
one year

Pass Lists/Mark Schedules:
(electronic & paper)

Academic Registry

Pre-SITS electronic system
(1994) paper records are kept
in Archive permanently, as
only source of reference. Post
1994 (generated using SITS)
current year plus previous five
years

Assessment forms:
(electronic & paper)

Academic Registry

Current year plus previous five
years

Examination Papers
(electronic & paper)

Academic Registry

Current year plus previous five
years

Boards of Examiners minutes
(electronic & paper)

Academic Registry

Current year plus previous two
years

Accommodation

Data Source

Location

Retention Policy

Conference/Accommodation
Records

Accommodation offices
across both campuses

1 year after event

Public Accommodation Records
(summer B&B)

Accommodation offices
across both campuses

1 year after event

Student Accommodation Records

Accommodation offices
across both campuses

After student leaves and
account is settled

Declarations: electronic & paper

Admissions
Data Source Location Retention Policy
Application Admissions Current year plus previous
forms/references/interview year
records/qualifications/records:
paper
Application forms/references/ Admissions Current year plus three years
/qualifications/ records: electronic
DBS Criminal Record Bureau Admissions Up to four years (duration of
disclosures for registered course)
students with convictions:
electronic
Childcare Disqualification Admissions Up to four years (duration of
Regulations Declaration: paper course)
Occupational Health Admissions Up to four years (duration of

course)
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Faculty/Programme Offices

Data Source Location Retention Policy
Student files/records/academic Department / Programme Retain within the administration
references: Paper and electronic | Administration Office office while the student is

current. At the end of the
student’s life cycle any
information in the student file
that is deemed important to
keep. Please restrain from
sending files to The Dome
basement. If there is a need to
archive, please use space
within your department or if
you must use The Dome,
please make sure you clear
your boxes once the time limit
has expired. It is the
responsibility of the department
to remove their boxes from The
Dome. Files should be retained
for Current year plus previous
five years.

Please be aware of added
security risks when storing
student files electronically.
Files need to have limited
access. Personal information
i.e. student addresses will
need to be destroyed once the
student has left. For further
guidance contact the Data
Protection Officer.

External Examiners Addresses Department / Programme *2 years after last engagement
Administration Office (in accordance with AQSS
Policy)
Student Transcripts (academic): Department / Programme Destroy once the student has
paper Administration Office left the university.

The original record will be kept
in perpetuity by Academic

Registry.
Module Assessment Feedback MAF database All written feedback on student
(on-line) work which is input to the MAF

database will be kept
electronically for the lifecycle of
student plus 2 years after
graduation. After this time the
feedback will be deleted from
the system.

The grades will be keptin SITS
in perpetuity.

Student Additional Requirements | Department / Programme Kept for the life cycle of the
Agreement (SARA) Forms (re Administration Office student, destroy after student
disability): paper graduates. After this time the

information will be destroyed
within a week of being securely
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placed in appropriate
confidential waste consoles
especially for this purpose.

Pass Lists: electronic and paper

Department / Programme
Administration Office

Current year then destroy once

the student has left the
University.

DBS (Disclosure and Barring
Scheme) Student

*Admissions Office

Under the new DBS
regulations, The Admissions
Office do not receive a copy of
the final DBS. Admissions will
keep a record of the DBS
number and the date that the
form was submitted under the
applicants’ record via SITS.
These numbers will be kept in
perpetuity. If a student who is
in their second or third year for
example requires a DBS,
Admissions will assist the

student in the same way as the

applicant and keep a note of
the DBS number and date
against the students record
under ‘clearance checks’. Only
if a DBS was to be returned
with a concern would
admissions keep a copy of the
record until a decisions was
reached by the Deputy Vice-
Chancellor. Once a decision is
reached the paper copy of the
record will be destroyed, and

only the DBS number would be

kept as per any other
applicant.

Quality Assurance Agency (QAA)
Requirements

Department / Programme
Administration Office

The sample of student work
sent to the external examiner,
including MAF (1st and 2nd
marking) A sample of student
module evaluations (these will
also be needed for Periodic
Review)

Registers of attendance (this is

not something the QAA would
require, but it is something the

UK Visas & Immigration (UKVI)

would want, see guidance
under ‘Module Registers’).

At programme/Department
level you do not need to keep
student handbooks / module
descriptors or external

examiners reports as these are

all held centrally by AQSS.

Should your programme(s)
have any additional
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professional regulatory
requirements, and then please
do ensure that your retention
policies are compliant with
these bodies too.

All of the above should be kept
for three years.

Staff Addresses

*Consideration needs to be given
to where these addresses are
stored e.g. lockable cabinet/box..

Department / Programme
Administration Office

(Note: where information is
available via iTrent additional
locations for this information
should not be set up without
justification.)

Until employment ceases.

Disability assessment notes,
paper and electronic

Department / Programme
Administration Office

Current student’s programme
life cycle then destroy.

Destinations data

If the data is stored electronically
then consideration should be
given as to who can access this
information.

Department / Programme
Administration Office

Current Year then destroy for
standard Undergraduate
Programmes.

The Department of Education
keep records in perpetuity hard
copy and electronically.

Student Field Trip Information
(including personal information
and payment records)

Department / Programme
Administration Office

The lifecycle of the student
then destroy.

PRDP (Personal Development
Record)

Department / Programme
Administration Office

*Keep while staff member is
current then

Return to HR when staff
member leaves

Disciplinary Case Investigation
notes for students

Department / Programme
Administration Office

All Disciplinary notes should be
stored in a lockable cupboard
and kept for the lifecycle of the
student plus 5 years then
destroyed.

Disciplinary Case Investigation
notes for staff

Details of staff disciplinary
procedures should not be kept
within the Department/
Programme Office

Human Resources

Kept by HR*, not in an open
accessible office.

(*Kept by HR for 6 years after
leaving date of staff member)

Sickness Records (staff)

Department / Programme
Administration Office

All Sickness records should be
passed to HR or recorded on
the iTrent self-service system
and archived in accordance
with the HR Archiving Policy.

Alumni Information

Department / Programme
Office

The department should work in
conjunction with the Alumni
team as to the long term
storage of Alumni information.
A guide would be for 5 years to
be held with the programme
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and kept in perpetuity in
accordance with the
requirements of the Alumni
team (MCA).

Note: All Institute of Education
students, CPD participants,
and conference delegates
have the opportunity to opt into
a communications system
whereby the University agrees
to hold their contact details in
order send them Institute
news. It is foreseen that this
form of correspondence will
occur a maximum of 6 times a
year.

First Aid/ Accident at Work
Records

Department / Programme
Administration Office

Send all Health and Safety
information to
healthandsafety@chi.ac.uk to
be kept and dealt with.

Academic CVs

Department / Programme
Administration Office

For the life of the academic
programmes or when re-
approval occurs. Destroy once
Academic staff member has
left, and remove from the
handbook once new iteration is
produced.

Financial information pertaining
to staff grade/salary

Head of Department Office

Securely held in a lockable
cupboard, current plus 5 years
in

Financial information pertaining
to associate lecturers

Department / Programme
Administration Office

Current Year plus 5 years
stored in a lockable cupboard,
then destroy.

Contact details and copies of
contracts pertaining to Link
tutors/ associate lecturers.

Department / Programme
Administration Office

Current Year plus 5 years then
destroy.

Contact details of 'friends' of
music with names, addresses
and phone numbers

Department / Programme
Administration Office

Assess contact list annually,
and destroy any names,
addresses and telephone
numbers of those who no
longer wish to be associated
with the ‘Friends of Music’

Hold names and addresses of
junior music academy members.

Department / Programme
Administration Office

Assess contact list annually,
and destroy any names,
addresses and telephone
numbers of those who are no
longer part of Junior Music
academy.

School Partnership Office (SPO)
database of accommodation
providers which

includes personal emails,
addresses.

Department / Programme
Administration Office

Assess contact list annually,
and destroy any names,
addresses and telephone
numbers of those who are no
longer accommodation
providers for the SPO, as long
as there are no outstanding
issues.
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Education placement students’
personal data (electronic)

Abyasa (student placement
software)

For two years after a student
has completed their studies.

Non-Education placement
students’ details for contact
purposes

Department / Programme
Administration Office

Lifecycle of the student then
destroy.

Databases of students home
addresses/contact details

Department / Programme
Administration Office

(Note: Separate data bases
should not be maintained
without justification.)

All of this information is
available on the Student Portal
a data feed from SITS.

Student Personal Absence
details

Department / Programme
Administration Office

Retain within Administration
office while student is

current. Programme file should
be sent to Academic Registry
archive (BRC Dome
Basement) at the end of the
student’s programme.

Module Registers

Department / Programme
Administration Office

Details of all registers should
be collected from module
leaders and retained for the life
of student plus one year
minimum. In relations to
Overseas/Tier 4 students the
UKVI could ask to see
registers looking back over the
previous year. Keep Tier 4
student records for current,
plus 5 years.

Student Work (Current Students)

Department / Programme
Administration Office

Sample packs which are sent
to the External Examiners via
hard copy / OneDrive should
be kept for 3 years after the
first assessment. This work
can be kept in ‘module boxes’
in hard copy or electronic form
should referral be needed. This
work should be destroyed after
3 years via the Shred

IT confidential waste consoles.

For ALL other uncollected
work, students should be given
until the end of the second
week of the following
semester, or the end of the
week of Graduation for final
year students, to collect their
work. Reminders through email
and Moodle should be sent to
students regularly reminding
them that their work is ready
for collection, giving clear
guidance on the deadline and
when and where the work can
be collected. After this time
the work will be destroyed
within a week of being securely
placed in appropriate
confidential waste
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consoles especially for this
purpose.

Finance

Data Source

Location

Retention Policy

Credit card details
student/parents for regular
payment plans

Secure hosted website

Until payment plan has
ceased.

Invoices unpaid/paid Finance 6 years.

Student/Student Loans Company | Finance 6 years.

records

Student Ambassador Contracts Finance Retained post-employment for
a period of 7 years.

Student Ambassador claim forms | Finance Retained post-employment for
a period of up to 7 years.

Human Resources

Data Source Location Retention Policy

Human Resources and Payroll iTrent Archiving and deletion policy

records (electronic) currently in development

Staff Record HR 6 years after leaving date of
staff member

Unsuccessful job applications HR 1 year

PDRP (Personal Development
Record)

Line Managers

Returned to HR when staff
member leaves

Disciplinary Case Investigation
notes

HR — separate from Staff
Record

6 years after leaving date of
staff member

Sickness Records HR 6 years after leaving date of
staff member
DBS (Disclosure and Barring HR 6 months.
Scheme) documentation
Accident at Work Records HR 3 Years after the date of the
last entry
Student Ambassador contracts HR Retained post-employment for
a period of 7 years.
IT Services
Data Source Location Retention Policy
Staff and Student Network and Private Location on the 1 year
system logs (from SITS, iTrent) University’s private SAN
Staff and Student internet sites Private Location on the 1 year
access University’s private SAN
System access logs (Moodle) Private Location on the 3 years
University’s private SAN

Library Services

Data Source

Location

Retention Policy

Student Library Records

Library Management System

until course expiry

Staff Library Records

Library Management System

until no longer employed
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Library Services Staff Records

Library Services office

6 years after leaving
employment

Inter-library loan signed
copyright declaration forms

Library Services store

6 years (in accordance
with British Library guidance)

Borrower data

Library Management System

Until borrower expiry date and
then anonymised

Marketing
Data Source Location Retention Policy
Student Graduate information Marketing Award information is retained
on SITS in perpetuity
Potential Student Marketing Marketing As required
information
Research Office
Data Source Location Retention Policy

Postgraduate research student
files/records/academic
references:

electronic & paper

Research Office

Current year plus previous 10
years (or for 3 years after
student completes award
whichever is longer)

Enquiries from Potential
Research Students

Research Office

Current year plus previous 2
years

Academic CVs

Research Office

Kept whilst academic in employ
of University or if supervising
an active student

External Examiners Personal
Details

Research Office

2 Years after last engagement

External Advisors and Scrutineer
details

Research Office

2 Years after last engagement

Research Candidates Referee
details

Research Office

Kept while student is active and
then for 2 years

Applications for Ethical Approval

Research Office

Kept for 5 years after research
project ends

Information on payment of
bursaries to research students

Research Office

Kept while student is active and
then for 2 years

Research Excellence Framework
Documentation

Research Office

Kept in perpetuity

Financial information pertaining to
staff grade/salary (project
costings)

Research Office

Kept for 2 years after research
project ends

Student Support and Wellbeing Services

Data Source

Location

Retention Policy

Counselling notes, paper and
electronic

Counselling

7 years from leaving date of
subject.

Care Leavers’ Confidential Case

Originals retained in SSW

Retained until student

paper and electronic

History Administration Office completes the course.
Health notes, paper and Health 7 years from leaving date of
electronic subject.

Disability assessment notes, Disability 6 years from leaving date of

subject.

Advice notes, paper and
electronic

Financial Advisor

6 years from leaving date of

subject.
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Advice notes, paper and
electronic

Student Advisors

6 years from leaving date of
subject.

Advice notes, paper and
electronic, destinations data

Careers Advice

3 years from leaving date of
subject.

Support & Information Zone (S12)

Data Source

Location

Retention Policy

"Staff Identity Checker" (Tool
within SIZ Console)

[Used to check security
information before a password
reset]

Private Location on S drive
(electronic version only)

As per staff information within
iTrent (HR system)

Student support plans (where
applicable)

Private Location on S drive &
hard copies behind SIZ
counters

Updated each academic year

Widening Participation

Data Source

Location

Retention Policy

Data collection for upload to
HEAT database

Data Collection forms — WP
External HEAT database

e.g. paper forms collected in
the September of one year and
destroyed no later than the
following September.

University Secretary

Data Source

Location

Retention Policy

Governors documentation

University Secretary

For 5 years after resignation
date
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Appendix 4

Data Protection Guidelines for University Staff

1. Introduction
The revised Data Protection Act 1998, which is concerned with the handling of
personal information, came fully into force on 1 March 2000. This Act is more stringent
than the 1984 Act as, among other things, it covers both manual and electronic records
and stipulates security standards. All staff share responsibility for processing data in
accordance with the Data Protection Act.

2. Standard Information
Most staff process information about students on a regular basis e.g. taking registers,
writing reports or references, data input to the University’s central student information
database (SITS), or as part of a pastoral or academic supervisory role. The University
will ensure through registration procedures that all students are notified of such
processing, as required by the Act, and give their consent where necessary. The
information that staff deal with on a day-to-day basis is “standard” and covers
categories such as:

¢ General personal details such as name, address and date of birth;

¢ Details about class attendance, course work marks and grades and associated
comments;

¢ Notes of personal supervision, including matters about behaviour and discipline;

e Sponsorship details.

3. Sensitive Information
Information about a student’s physical or mental health, ethnicity or race, political or
religious views, trade union membership, sexual life, or criminal record is sensitive
information under the Act. Such information can only be collected and processed as
required by law, e.g. by the Children Act 1989, or with the student’s express (written)
consent. Examples:

¢ Disability records

o keeping of sick notes;

¢ recording information about dietary needs, for religious or health reasons, prior to
taking students on a field trip;

¢ recording information that a student is pregnant, as part of pastoral duties.

Disclosure of such information without consent is permitted only in “life or death”
circumstances, e.g., if a student is unconscious, a tutor can tell medical staff that the
student is pregnant or a Jehovah’s Witness.

Sensitive information must be protected with a higher level of security. It is
recommended that sensitive records are kept separately in a locked drawer or filing
cabinet, on an encrypted device or password-protected computer file. Where such
information is required to be accessed from outside of the University’s campuses, this
should be by storing it in a network drive location and by using the remote access tools
provided. The measures taken to safeguard such information should be implemented
in accordance with the University of Chichester Electronic Information Security Policy.
If you (or one of your students) are holding, or intending to hold, sensitive personal
information which is outside standard University processing, e.g. for a research project,
you should notify the Data Protection Officer.
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4. Processing of Personal Information
Processing refers to any action involving personal information, including obtaining,
viewing, copying, amending, adding, deleting, extracting, storing, disclosing or
destroying information. When processing personal information, you must comply with
the data protection principles, which are set out in the Data Protection Policy. In
particular, you should ensure that records are:

e Accurate;
e up-to-date; and
o fairly and legally obtained.

University data should not be made available to unauthorised persons, or for
unauthorised activity. University data should never be stored on personal computers
which are accessed by private individuals. Personal computers which use wireless
connections should always use secure connections.

Emails and any electronic attachments that contain personal information must remain
on University systems and not be sent or received on staff’'s personal (non-work) email
accounts. Staff in this context includes any authorised person who has been provided
with a system logon account.

5. Exemption for Research Records
There is an exemption under the Data Protection Act 1998 for research and statistics.
Information collected for the purpose of one piece of research can be used for other
research, without breaching the “specified processing” principle (see the Data
Protection Policy), and can be kept indefinitely. For example, staff and students
involved in academic research can keep records of questionnaires and contacts, so
that the research can be re-visited at a later date, or so that, in support of a research
project looking at an associated area, they can re-analyse the information.
Researchers must ensure that the final results of the research do not identify the
individual, or they will be subject to access requests under the 1998 Act.

This exemption is only applicable to academic research, i.e. the personal data are not
processed to support measures or decisions relating to particular individuals; and are
not processed in such a way that substantial damage or distress may be caused to the
data subject(s), e.g. following research carried out for a redundancy or efficiency
exercise.

6. Research
If you supervise students doing work which involves the processing of personal
information, you should ensure that those students are aware of the Data Protection
Principles and the University Ethics Policy. Students should be referred to the Data
Protection Officer for further information.

Notwithstanding the exemptions referred to above, most of the data principles still
apply to research which uses personal data, notably the requirement to keep data
secure and for specific measures to be taken on each occasion data are collected for
research purposes.

If the data are completely and genuinely anonymised and no “key” to the identity of the
data subject is held by (or is likely to come into the possession of) a researcher, then
the Data Protection Act does not apply, as such information is not considered to be
“personal data” within the terms of the Act (i.e. data which relate to a living individual
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who can be identified from those data). However, if identification is at all possible, the
Act still applies.

Generally, those collecting personal data as part of a research project must inform
research subjects, as far as possible, and from the outset:

e the purpose of the research for which personal data about them will be collected,;
e how their personal data will be used; and
e who will have access to their data.

It is expected that research applications will include an explanation and/or
demonstration of how these measures will be taken.

It should also be noted that a research subject has the right to object to the processing
of data on the grounds that such processing would cause them (or has caused them)
significant damage or distress.

7. Handling Enquiries
When students ask to see information about themselves, you should, where possible,
deal with these enquiries informally. If an informal response is not appropriate, you
should advise the student to make a formal Subject Access Request under the Data
Protection Act. Such Requests should be directed to the Data Protection Officer.

You should not disclose personal information over the telephone unless you are able
to validate the identity of the student.

You may disclose personal information to other staff members who require the
information in order to carry out their normal duties.

You should not disclose personal information to any third party, e.g., to a parent or
sponsor, except with the consent of the student.

In exceptional and urgent circumstances (e.g., cases where there are reasonable
grounds for believing that an individual has become a danger to him/herself or others,
or has committed / is about to commit a serious crime), you may release personal
information directly to a law officer. Please contact the Data Protection Officer in such
cases. Be sure to establish the identity of the law officer before releasing the
information, and get an emailed or faxed copy of the request, and keep a record of the
incident including name, date, circumstances and information disclosed.

8. Examination Marks
You should be aware that students are now entitled to see preliminary marks and
comments, which contribute to final assessments. Committee minutes will also be
subject to access requests unless they are anonymised.

Similarly, when writing an academic reference, you should keep in mind that it may be
subject to an access request by the student to the recipient.

9. Private Files
The case for holding “private”, separate files has to be justified as being in the interest
of the student (e.g., where the data is particularly sensitive) and the information
contained in them will be subject to the student’s right of access. To ensure
compliance with the notification requirements of the Act, you must inform the Data
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Protection Officer that you are holding such files. Wherever possible, you should avoid
duplication or fragmentation of student files.

10. Remote Access
When working remotely on a University laptop, you should use the remote access
services to store private and confidential information on the University’s network drives.
It is recommended that you do not work on USB memory sticks, or store any data on
the laptop itself, as these can be lost and stolen. Private and Confidential University
information should not be stored on any device not owned by the University, and even
when using a University laptop:

+ Special care should be taken in the transport of confidential information (particularly
that which is personal information relating to people other than yourself).

« Ifitis absolutely necessary to do so, only ever carry paper files, laptops and
memory sticks in a locked briefcase.

« Ifitis absolutely necessary to leave brief cases containing papers, laptops or
memory sticks unattended, please store them in a locked office or locked away in
your home.

* Never leave briefcases and laptops in your car.

« If it is absolutely necessary to use them, memory sticks must be encrypted and
these should not in any case be used to store or transit confidential information.

» Emails that contain personal information must remain on University systems and
must not be sent or received on staff’'s personal (non-work) email accounts.

For full information, please refer to the University’s Electronic Information Security
Policy: http://www.chi.ac.uk/about-us/how-we-work/policies/it-and-information-policies
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Appendix 5

STUDENT DATA PROTECTION STATEMENT

The University of Chichester holds data about you to support the University’s central and
legitimate interests including: all aspects of the academic administration of your study,
associated financial matters such as fees and bursaries, your personal welfare, and your
access to University facilities.

We use student data for internal reporting and statistical analysis connected with the
management and planning of the University, and for compliance with legal obligations such
as monitoring of Equality of Opportunity.

While data is mostly collected and maintained through the Academic Registry, the University
will disclose that data to authorised users within the University to support the activities
described above. However, our policy is to disclose information outside the University only if
you have asked us to do so, or have agreed to the release of data, or if we are under a
contractual or legal obligation to release the data or where a legitimate business interest is
proportionate having regard to students’ individual rights, freedoms or legitimate interests.
For example we may transfer personal data to UCAS to enable them to provide retention
and other student support as part of its duty of pastoral care and in such circumstances only
anonymised data will be returned to the University for the purposes of assisting us to
improve our student retention strategies.

The list below includes some of the uses to which the University will put your personal data,
however, it is not possible to list all of the uses to which the University will put your personal
data, nor to list all of the bodies with whom we might have to share your personal data,
where we have a legitimate reason in connection with your time here at the University to use
that data, or where the University is under a legal requirement to provide data.

We shall not disclose information about you to third parties, even to a parent or guardian,
without your explicit consent, other than as described in paras 10, 16, 17, and 18 below.

1. STATUTORY RETURNS

We are required by the Higher Education Funding Council for England (HEFCE) to collect
certain data which is passed to the Higher Education Statistics Agency (HESA). HESA
also requires us to contact graduates and ask about their employment after leaving the
University.

2.  TEACHER EDUCATION STUDENTS

For students on courses of Initial Teacher Training, we are required to report to the
National College for Teaching and Learning (NCTL) so that certificates of Qualified
Teacher Status can be issued by them.  We will also pass to NCTL the University of
Chichester email addresses of QTS students to enable NCTL to contact students direct
regarding their QTS certificate.

3. INTERNAL AND EXTERNAL SURVEYS

HEFCE also requires us to pass contact information about finalists to Ipsos MORI to carry
out the National Student Survey (NSS). HESA'’s Fair Collection Notices can be seen on
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the HESA website, http://www.hesa.ac.uk/collection-notices and more information about
the NSS on the NSS website http://www.thestudentsurvey.com/.

We may provide your name and University email address for the Nationwide HE Survey
as part of Active Universities Sport England Themed funding round, which aims to tackle
gaps in sporting participation.

We patrticipate in several national surveys of student experience and engagement, e.g.
the Postgraduate Taught Experience Survey, where your student email, address and
certain demographic information such as age are linked to your responses. To participate
in these surveys respondents must read and check the data protection statement, which
will be included, before commencing the survey, allowing data to be used in this way.

4.  SLC AND LOCAL AUTHORITIES

Other examples where we are under an obligation to disclose data are the provision of
information to the Student Loans Company or to Local Authorities in connection with
Council Tax or the Electoral Register (although if in relation to the latter, students will be
offered an opt-out). Our Tuition Fee Policy states that we may disclose information to a
Debt Collection Agency appointed by us should you fail to pay fees due to the University.

5. TURNITIN

The University requires all students to submit their assessed coursework assignments via
Turnitin. You should be aware that in submitting work to Turnitin for text matching, or as
part of an e-submission pilot, you are agreeing with Turnitin®UK that it can be
electronically checked for matches with existing sources and that an Originality Report
can be generated.

The final submission you make to any Turnitin assignment will be kept on the Turnitin®@UK
database permanently. Work held on the Turnitin®UK database may be used for the
purpose of detecting the future plagiarism of your own work and or in any investigation of
suspected academic malpractice.

Originality Reports - generated by you or a member of staff - may be used to assist in the
identification of plagiarised work submitted for formal assessment. An Originality Report
will never be advanced as the sole reason for suspecting that a piece of work is
plagiarised, nor may an Originality Report be advanced as the sole defence against an
accusation of plagiarism.

Turnitin®UK has a Privacy Pledge and a Usage Policy. It is recommended that you
familiarise yourself with the contents of these.

6. HOME OFFICE: UK Visas & Immigration (UKVI)

Should you be from outside the EU, we are required to disclose information relating to
your registration, attendance and progression to the UKVI.

7. PLACEMENTS

If you are on a course of study at the University which requires study, employment or a
placement at another organisation it may be necessary for the University to transfer
personal data to that organisation. Personal or sensitive personal data, however, will not
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be transferred to a country outside the European Economic Area, unless that country has
equivalent levels of protection for personal data, other than in specified circumstances.

8. THE HEAR

Since academic year 2013/14, as part of a national initiative an electronic Higher
Education Achievement Report (HEAR) (incorporating the European Diploma
Supplement) is produced for Foundation Degree and Undergraduate Degree students on
programmes based at the BOC and BRC campuses. Students will receive this in addition
to their degree certificate.

The HEAR adheres to a national template and provides a broader range of information
than the existing academic transcript/European Diploma Supplement. The document will
be owned by the University and all information included, will be formally verified.

The HEAR will be delivered via a secure web portal called Gradintel. This cloud service
will receive and hold personal data about you from our Student Records System and will
be delivered and supported by the suppliers (Tribal) of the University’s admissions and
student records system. Students will receive full instructions about how to activate their
accounts via Gradintel so that they can access information released at any time during
their time at University and afterwards. Students will have access to their HEAR in
perpetuity via Gradintel. More information about the HEAR can be found here:
http://www.chi.ac.uk/study-us/student-services/welcome-careers-and-employability-
service/hear

9. REFERENCES AND CONFIRMATION OF QUALIFICATIONS

The University may release data about you in response to a request for a reference or for
confirmation of your qualifications. Please note that we will only comply with a reference
request where it is clear that the enquirer has the right to ask for the information, which
will typically involve the consent of the former student to disclose their information. Further
information about how third parties can verify qualifications can be found here:
http://www.chi.ac.uk/study-us/student-services/welcome-careers-and-employability-
service/services-relating-former

10. UNIVERSITY OF CHICHESTER STUDENTS’ UNION

The University shares student personal data with the University of Chichester Students’
Union (UCSU) in order for the Union to administer membership of the UCSU and its clubs
and societies, to communicate with members, to hold elections of officers, to ensure the
safety and security of members (including identification of individual members) to provide
welfare services, to market services provided directly by the UCSU and to analyse service
provision and membership requirements. This may include passing personal data to a
third party organisation which provides website and membership systems for Universities
and Students’ Unions. In such circumstances, however, student personal data will remain
the property of the University and will not be used by the third party organisation for
commercial or marketing purposes, or passed to any other third party. In all other
circumstances the information provided to the SU shall not be passed to any third party,
without the express consent of the data subjects concerned unless specific permission
from the Deputy Vice-Chancellor has been given. The UCSU shall implement appropriate
mechanisms for students to opt out of membership of the Students’ Union and to opt out
of the use by the UCSU of all or any of their data at any time.
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In addition to the above, personal data may be shared between the University and UCSU
where this is in connection with an emergency, serious health or welfare issue or in
relation to the prevention or detection of crime.

This data sharing is in accordance with a Data Sharing Agreement between the University
and UCSU, which is located here: http://www.chi.ac.uk/about-us/how-we-
work/policies/data-protection.

11. STUDENT PHOTOGRAPHS

We store the photograph used on your student Campus Card but we will not display your
photograph publicly (e.g. on notice-boards) without consent or release your photograph
outside the University.

The University may also occasionally commission photographs around the campuses or
at specific events such as Graduation and those may include images of students for
inclusion in promotional material. If you do not want to appear in publicity materials
please make yourself known to the photographer.

12. GRADUATION AND ALUMNI RELATIONS

In respect of all eligible finalists, whether attending or not attending a graduation
ceremony, your

+ Name and award title (but not your classification) will be included in the University's
graduation programme

*  Name will be printed on the University's 'Year of [xxx] ' t-shirt or hoody

* Name and award title (but not your classification) will be included in the Chichester
Observer newspaper

If you object to these uses of your personal data you will be requested to tick the opt-out
boxes on your Registration and Ticket Application Form or send details in writing or by
email to the Graduation Office by a given deadline.

All student leavers will automatically become members of The Alumni Association unless
you choose to opt out. Finalists will be contacted before Graduation and you will be able
to ‘opt out’ of having your name, contact information and award title used in
commemorative publicity material or added to the Alumni database. For full details of
how the Alumni Association will use your personal data please visit their webpage at:
http://alumni.chi.ac.uk/. You will have the opportunity to unsubscribe in all email
correspondence and/or may withdraw from these communications at any time by
contacting alumni@chi.ac.uk

13. CCTV

We use CCTV in some areas where students’ images may be routinely captured and
stored for a limited period, solely for prevention of crime and apprehension and
prosecution of offenders.

14. DISABILITY

We ask you about any disability you may have to enable us to support you should you
have a disability. You can refuse to tell us about a disability but we will then not be able
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to support you so easily. We monitor the numbers of students with a disability, and the
type of disability, to support our legal obligations in relation to Equality of Opportunity.

15. EQUAL OPPORTUNITIES MONITORING

We will ask you about your ethnicity and we use that data only for the purposes of EO
monitoring. You can refuse to tell us about your ethnicity.

16. LAW ENFORCEMENT AGENCIES

We disclose information to law enforcement agencies (such as the Police) only where
they invoke their statutory powers in connection with the prevention or detection of crime,
and then only when we are satisfied that the request has been properly made.

17. EMERGENCIES

The Data Protection Act allows us to release data about you or about the person named
by you for contact in emergency e.g. to a hospital or medical professional when your
health is at risk and you are not able to give your specific consent. Our Student Services
staff will always keep any record maintained to support your health and wellbeing
confidential, and staff will explain any specific Confidentiality Policies.

18. HEALTH INFORMATION

Information on a student’s health may be required prior to admission to certain
programmes of study and for purposes linked with academic progress and examinations.
Information about a student’s health may also be necessary when a student undertakes
fieldwork e.g. for health and safety or insurance purposes. The University may, in
exceptional circumstances, contact third parties such as medical professionals or next of
kin regarding the health of a student when it believes this to be reasonable and/or in the
best interests of the student concerned. In these circumstances the University will
attempt to gain the prior consent of the student but where consent cannot or will not be
given it may act without consent.

The University will also use your contact details to keep you informed of initiatives relating to
your time at the University e.g. careers services or postgraduate studies, as well as to
provide details of the Alumni Association. If you do not wish to receive these
communications please contact the University’s Data Protection Officer — contact details are
given at the end of this Statement.

You can request a copy of the data we hold about you, although you are able to see and
update most of that data yourself via the Student Portal. The University’s Commitment
Charter sets out our pledge:

To safeguard information you supply in compliance with the requirements of the Data
Protection Act, the Freedom of Information Act or any other statutory obligations of the
University; to explain to you through the Student Data Protection Statement why we
need to collect information.

We will retain your full student record for five years after you have left the University so that
we can fulfil our function of recording details of the awards we make and provide details of
your education and references when asked to do so. After these five years we will retain
transcript data in order to confirm details of your award.
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In return ALL students shall:

o ensure that all personal information which they provide to the University is accurate
and up-to-date;

o inform the University of any changes to that information, for example, changes of
address;

. check the information which the University shall make available from time to time, in
written or electronic form, and inform the University of any errors or, where appropriate,
follow procedures for up-dating entries on computer forms. The University shall not be
held responsible for errors about which it has not been informed.

Students who use the University’s computer facilities may, from time to time, process
personal information (for example, in course work or research). In all such circumstances
the processing of personal data must comply with the requirements of the Data Protection
Act. Students must seek guidance from the Faculty accordingly. The Faculty may also wish
to refer the student to the Data Protection Officer.

Where can | get advice/further information?

More information is available on the Data Protection pages of the web or via the on-line
Student Handbook. For enquiries: email dpofficer@chi.ac.uk
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