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1 Introduction and core principles  

Electronic information is increasingly essential to all aspects of the function of the University. The loss or 

exposure of some information would perhaps be no more than inconvenient, however some information is more 

sensitive, particularly if it is information that relates to an individual or to individuals.   

The consequences of the misuse or loss of information, or where avoidable unauthorised access to personal 

information is found to have occurred are significant. As part of the powers under the Data Protection Act (1998), 

the UK Government’s Information Commissioner’s Office can fine up to £500,000, over and above (unlimited) 

damages that can be awarded by a court to any one of all of the people affected by the loss or misuse.  

! Avoiding the loss or unauthorised access to information is the responsibility of the IT Department, but also 

the actions of the people who acquire, create and store information.  

1.1 Purpose of this document 

This document sets out the University’s policy for how electronically held information can be best used whilst 

also minimising the risks of information being lost, damaged, or being seen and used by anyone who is not 

authorised to do so. 

The policy has sections which set out brief explanations of the suitability of the various types of storage used for 

storing electronic information, as well as explaining good practices in the creation and management of 

passwords and other safeguards to protect systems, storage areas and their information.  

The technological safeguards we employ at the University are robust and are updated regularly however 

technology can only go so far, and all users of the technology need to contribute to minimising the risks. This 

document sets out the main principles of minimising the risks, and signposts our users (staff, students and 

partners) to additional guidance, which together are intended to uphold our commitment to privacy, to ensure 

our compliance with legislation and to minimise the risks of corporate and personal prosecution and penalties.   

1.2 Background  

This policy focuses on electronically held information, but it should be noted that the Data Protection Act (1998), 

equally requires there to be controls and governance with regard to the avoidance of the unauthorised access 

to, and the loss of paper as well as electronic information.  The University undertakes regular internal and 

external audits and reviews, and can at any time be subjected to a review by the UK Government’s Information 

Commissioners Office.   

Technology is an enabler of access to information, and the University applies the ‘best of breed’ facilities and 

services in the physical and logical safeguards used across the University (encryption, passwords and anti-

hacking measures etc).  

Minimising risks requires the active participation of all University stakeholders that have access to create, 

acquire or access information, and particularly where that information involves the details of other people, and 

/ or which would otherwise be considered confidential.  

! These issues affect you, and your personal responsibilities are set out in section 2 

1.3 The main risks  

The Data Protection Act (1998) does not distinguish between a malicious or an accidental loss of information, 

and does not distinguish between malicious or accidental unauthorised access to sensitive information. Any 

security policy will involve the mechanisms, processes and actions relating to:  

 Confidentiality – ensuring that information can only be accessed by those properly authorised.  

 Integrity – ensuring information is accurate, not excessive, not kept for longer than is reasonably required  

 Protections - ensuring that appropriate controls are in place to guard against unauthorised access. 

 Availability – ensuring information is available when and where required to support its legitimate use.  

mailto:help@chi.ac.uk


University of Chichester Electronic Information Security Policy  2015 

 

Support and Information Zone (SIZ)   01243 816222   help@chi.ac.uk 2 
 

The risks to confidentiality, integrity, protection and the availability of information include;  

 the excessive collection and storage of information,  

 the retention of information beyond the time for which it is needed,  

 inadequate disposal of IT equipment that has information stored on it, 

 caching passwords (where you allow your device to remember your passwords for you), 

 inadequate physical protection (locks and secure areas),  

 inadequate technical protection (firewalls, encryption, password and authentication systems),  

 inadequate policy and awareness raising, and; 

 unauthorised access to information, through a user;  

o failing to physically secure a computer/phone which is used to access University information 

o failing to lock the screen of a computer/phone which is being left momentarily, or which is inactive 

o sharing or losing log-in details, and;  

o the loss of removable media (CDs. DVDs, memory sticks and cards) 

Not all information is ‘sensitive’ and the Data Protection Act (1998) is primarily concerned with the loss or 

exposure of information which identifies a person, or persons. Some information might be considered 

confidential, some is covered by copyright and Intellectual Property Rights, some by non-disclosure contracts, 

some would simply be costly to have to recreate, and some might be of no great risk if it were seen.  

! For a fuller understanding of the Data Protection Act, please undertake our training application 

https://www.icre8.org.uk/org/Courses/chichester/dpa/   

1.4 Risks – Devices  

Using the University’s equipment and using the University’s private network are least risk. However, as the 

university’s IT team cannot add some of the software and tools to your equipment, (or that provided to you by 

another employer or another university), these are less secure than University equipment. In general, PCs and 

laptops are typically more secure than tablets, tablets are more secure than smartphones. USB sticks and 

memory cards, DVDs, CDs and paper are very high risk as the protection and detection tools are much less 

complex, and the risks of their being physically lost is higher.  

1.5 Risks – Identitfiers and passwords 

Having an Identifier (ID) and a password are mechanisms that aim to protect both your own information, and to 

assist you in your protection of other people’s information. The approach you take to your identifier(s), and your 

passwords are significant to the risks of someone else finding these out, and impersonating (spoofing) you.  

Your ID and password can be ‘locked’ to a particular device, which would further reduce risks, however this is 

unpopular and reduces flexibility. Consequently, it is important to realise that IDs and Passwords can (as a result) 

be ‘harvested’ and used on other equipment, in other places, and for as long as that password is valid.  

In any case, keeping your ID and Passwords secret is absolutely essential. Allowing your device to remember 

your passwords (caching) is extremely high risk, both as the places that the devices store these are the prime 

target of hackers and because you and your device may be targeted for mugging or theft as this is the method 

used by less technically skilled criminals. 

! Stealing your device in the hope of finding your stored passwords is primarily what thieves are after 

Over 2000 smartphones are stolen every day in the UK, and a laptop is stolen every 53 seconds and it is the 

potential access to information that is of most value to most criminals, not the resale value of a second hand IT.     

The risks of gaining unauthorised access to information through using your Smartphone (if you use it to access 

University information) is particularly high, as a Smartphone’s inherent safeguards are considered to be weak. 
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Each University service and University storage area is individually protected by its own passwords. Access to 

systems and information stores are converged into ‘single-sign-on’ which is how the same ID and same password 

will work with a number of systems. This decreases user inconvenience, but increases hacking risks.  

! NB the more systems you have access to, the higher your risks and the greater your responsibilities 

Access on devices attached to the University’s network and systems is monitored, and access is suspended 

where there has been inactivity for more than 5 minutes. The systems that contain more sensitive information 

may require that you reauthenticate yourself, this is to reduce the risks of an opportunist individual finding your 

unattended device switched on, and therefore having unfettered access to everything you have access to.  

! A fuller explanation of the, pros & cons, risks & issues with identifiers and passwords is set out in section 3 

1.6 Risks – The University’s and other networks  

The University provides a secure (fixed wires and WiFi) networks on campus and in residential accommodation, 

with secured communication to and from secure systems and secure information storage. The University also 

provides both connection to off-site services, and a secure gateway from off-site to on-site services.  

Accessing the University gateway from a coffee shop or any public network has substantially lesser security than 

working on campus. Personal home-networks are generally lower risks than public / coffee shop networks, 

however these are inherently less secure than working on campus.  

1.7 Risks – Where information is stored  

Information can be accessed on or off campus, using either a University or your own device (PC, laptop, tablet, 

smartphone).  Information stored in the University’s corporate systems (Moodle, iTrent, SITS etc) is protected 

and the largest risks to this information is through a compromised ID and password.  

Information that is not stored within a corporate system, that is acquired or created through research, may be 

stored in a number of facilities. Similarly the largest risks to this information is through compromised ID and 

password.  

! An explanation of the pros and cons, risks and facilities of the various storage solutions is set out in section 4 

The University’s H:\ and S:\ drives are the most secure storage facility as these are physically and logically 

secured on-site (in the same facility as the corporate systems), the next most secure storage is the University’s 

cloud-storage. Downloading any information to an encrypted local machine or USB increase the risk and for 

example a DVD even encrypted has no meaningful security whatsoever.  There is almost no scenario when 

downloading confidential or irreplaceable information to a local device or a USB stick can be justified, and;  

! There really is NO scenario where downloading sensitive personal information can be justified – including to 

external or localised email management programme (such as outlook desktop)  

1.8 What does ‘lost’ mean?  

The University is legally required to report any suspected loss of information, the probability of its actually being 

lost or actually being used to harm the individual is (generally) considered to be a separate issue to assess what 

degree of culpability there was in how the information came to be lost.  

! Something that might be lost, is treated as seriously as something that is known to be lost  

The definitions of lost both for information and for IDs and Passwords that enable access to information are 

extremely diverse – for example, the full force of the Data Protection Act (1998) can be applied if you and or the 

University is unable to prove that information has not been lost. Likewise any heightened risk of a possible 

unauthorised access is treated as seriously as where there is proof that unauthorised access has taken place.  

Whether or not there is ever any direct link of any criminal activity, unlimited compensation can be awarded to 

the individuals affected by information ‘loss’. In addition the Director Public Prosecutions, instructed by the UK 

Governments Information Commissioners Office can apply fines over and above any damages awarded.  
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1.9 The consequences  

! You as well as the University can be prosecuted under the Data Protection Act (1998)  

In addition to the unlimited damages a court may award to each victim of the loss of personal information, and 

in addition to the fines of up to £500,000 per incident, the Information Commissioners Order can also serve 

compliance orders. This might include appointing external experts (at further cost to the University) until they 

can ensure that not just the policy, but also the procedures are fully secure. 

! Please note: ignorance of the law, or transgressing law in ignorance is no defence  

1.10 Reducing the risk  

This document focuses on the risks, the range of which may seem daunting. However reasonable activity, with 

reasonable care should be enough to ensure that you safeguard your own, and other people’s information.  

! The likelihood of being involved in any loss or investigation is low, however prevention is better than a ‘cure’ 

Although localised copies of your research for example (so long as it does not name any individual) might be 

confidential to you, and replacing or recreating it might mean considerable effort, this is not something that you 

must in legal terms keep securely. Similarly you (in theory) are entitled to lose and expose your own personal 

information, although doing this using University systems and services is problematic if there is deemed to be 

any contributory negligence in the University’s safeguards and policies.     

Exposing information (as long as it is not personal information relating to other people) is not covered by the 

Data Protection Act (1998), however should copyrighted information for example end up published somewhere, 

this too can result in court action.  

! If you are not sure, seek advice  

Exposing any of the University’s confidential business or financial plans, so long as they do not identify any 

personal details is also not governed by the Data Protection Act (1998) although there may be contractual 

penalties for such a situation, and certainly where there is any real or potential reputational damage, this might 

be seen as a gross misconduct.  

! If you are not sure, seek written permission from the ‘owner’ of the information   

HOWEVER: if in any of the above scenarios, your passwords and ID has been exposed and the same ID and 

passwords could then be used to access any facility where any other sensitive information is held, whether such 

other information is accessed or not, this then does becomes covered by the Data Protection Act (1998), and 

the sensitive information your ID / Password grants access to is considered to have been lost.  

! The more systems you have access to, the higher the risks of your ID and Password being targeted.  If you no 

longer need access, you should arrange for the access to be withdrawn. 

The University acknowledges the right of its students to expect that individual privacy and confidentiality are 

respected at all times.  

Strict controls are enforced with regards to accessing anyone’s ‘personal’ university storage, which may include; 

the mapped drives (H:\, P:\ S:\ drives etc), email storage, OneDrive and storage on University provided personal 

computers and mobile phones). Although these facilities belong to the University, ordinarily access to them is 

restricted to the named account holder.  

Where someone requests access to the information held by the University on a University device that has been 

acquired, created an stored by another person, IT Services will only arrange for such access when:  

 It is not possible (or appropriate) to seek the user’s permission  

 The request is within the Regulation of Investigatory Powers Act (2000), which includes;    

 A formal instruction in writing, detailing what access is to be provided, to whom and for what purpose, is 

made to the Head of ICT Strategy and Architecture or his/her delegate, and  
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 that this instruction comes from a member of the Chief Executive’s Team (CHET),  

Examples of circumstances when such an instruction might be given, include the death or unexpected long-term 

absence of a user, or a requirement arising in support of a formal University or other official investigation.    

1.11 Our combined obligations  

The University’s IT Service employs robust technical security methods, but some of the ways of accessing and 

using the technologies are more secure than others. The University’s IT Service, Staff and Students must work 

together to avoid unauthorised access to information. 

! If you use any aspect of the University’s infrastructure, devices and information, for any purpose that might 

be suspected of being illegal, then your accounts will be suspended until the completion of an investigation  

All organisations need to ensure that the processes involved in the creation, acquisition, storage and access to 

information are suitable. It is good practice for organisations to communicate and monitor their policies, which 

is particularly a factor that is taken into account in the investigation of any loss of information or compromised 

access.  

Whilst it is not mandatory for any organisation to have a policy, it is considered best practice to do so, and should 

there be any investigation, the policy, how up to date it is, and the organisations efforts in communicating the 

policy are taken into account.  In UoC, this policy is included in staff recruitment, staff and student induction, is 

set out on the Internet and Intranet sites and is circulated to all staff and all students at least annually.  
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2 Summary of personal responsibilities 

The design of computer systems in which information is created and stored is aimed to be as usable as possible, 

whilst taking into account the best practices involved in avoiding loss or exposure of information.  

! IT safeguards can only go so far, and it is how people use the IT that presents the larger risk 

Minimising risks involves actions and awareness including the requirement to apply the University’s policies, 

abide by the relevant legal requirements,  use only authorised accounts with a secret password, make sure you 

can’t be over-looked, or that your equipment cannot be used to access information by someone else. You must 

inform SIZ immediately if you believe your password to have been compromised, or if any device used to access 

or store University information (whether owned by the University or by you) is lost or stolen.  

! The use of any authorised account at the University explicitly binds the user (for example; Staff, Student, 

Partners and Visitors) to abide by this Electronic Information Security Policy.   

2.1 The University’s code of conduct  

In order to use the University’s infrastructure and systems, you are required to adopt the following:  

a) You must inform the University if you believe there may be, or know of any risk of information loss, or 

unauthorised access to information.  

b) All users are required to report any misuse of IT systems, any infringement of this policy and any issue 

that may endanger full compliance with relevant legislation, particularly the Data Protection Act (1998)  

c) Users should not intentionally cause damage or otherwise jeopardise the integrity of computer 

equipment, software or network services.  

d) Users must not knowingly introduce computer viruses to the computer systems, and should take all 

precautions to prevent their spread.  

e) Users must abide by all agreements and contracts by which software and any associated information are 

accessed at or through University computing services.  Specifically, users must not install, replace or 

update any software or information on University computing equipment without appropriate authority.  

f) Users must not alter or install unauthorised software onto University computing equipment without 

appropriate authority. 

g) Users must not take University IT equipment off-site, unless they have the appropriate authority to do 

so.  

h) Users must not use any University computing services to gain unauthorised access to any other 

computing system (internal or external).  

i) Users must not use University computing services for storing, receiving or transmitting offensive, 

indecent or obscene material.  If there is a genuine academic need to use such material, this should be 

approved by the Head of Academic Department in advance and arrangements for their access then made 

with IT Services.   

j) Users must not use University computing services for any commercial activity without appropriate 

authority from IT Services or Head of Department.  

k) Users are not permitted to use the computing services for private commercial purposes or any other 

employment outside the scope of that person’s official duties or functions.  

l) IT Disposal – users must return any University owned IT equipment to IT Services for secure disposal that 

meets our legal requirements.  

! Please Remember: in accordance with Data Protection legislation, you as well as the University are jointly and 

severally liable for your actions and their consequences.  
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2.2 Personal consequences of infringement  

This policy is a guide and not an exhaustive list of what you should or should not do, and you should satisfy 

yourself of the best practices and the principles of law, a selection of which is listed in Appendix 1.  Any suspected 

failure to apply reasonable care, and any suspected infringement of the policy or any related legal requirements 

may result in the user’s access being summarily withdrawn pending appropriate investigation, and  

 action under the Disciplinary Policy and Procedure (for staff)  

 action under the Academic Regulations (for students). 

! Any investigation may lead to civil or criminal proceedings for the University, and this may also be jointly or 

severable undertaken with you.  

2.3 Risks: using your own device  

With a properly issued account and current password, students and staff can access most of the information in 

a University system with only a low risk of the loss of data or compromise of an account.  Provided you take 

reasonable care, and comply with the principles of this policy, there should be no issue. However, compared to 

using a University provided device, using any other device increases the level or risk of information loss or 

unauthorised use as your device may or may not have up-to-date security and protection. Consequently any 

personal laptop used for University business should;  

 Ideally should have suitable hard disk encryption, and use a boot password 

 should have suitable and up to date virus protection (which also prevents hacking) 

 should be set to lock automatically after not more than five minutes of idle time 

 should not remember (cache) passwords1 

 Should not be used for confidential information and should never be used to store personal information  

 Should not use a local email client that downloads University emails to your local machine 

These measures reduce the risks of the capture and misuse of your account’s identifier and your password, 

however and in any case you must not download sensitive or personal information to your device.  Where you 

are not sure of what storage to use, or what virus protection you might need, or how to set up encryption or 

passwords on your device(s), or if you need the loan of a more secure device SIZ can assist you. 

! Your device, and your passwords could be used to compromise the statutory right to privacy for our students, 

staff and partners, and can include both financial and reputational damage to the University.    

2.4 Risks: Accessing information using a coffee shop / public network 

The wireless (WiFi) and fixed wired networks on University campus and in halls of residence are 

private, with state of the art (externally tested) anti-virus and anti-hacking provisions.  However 

when you are off-site, we cannot secure the external part of your connection.  

Please remember to exercise extra caution when connecting to 3rd party wireless networks (in a coffee shop or 

hotel for example).  Any network, which does not require authentication via a user ID and password, should be 

regarded as risky and non-secure, users should not connect to networks of unknown ownership.   

2.5 Additional considerations for students  

A student’s access is primarily to the infrastructure (Internet, WiFI) and to their own personal 

records.  Students typically use their own equipment on and off campus, supplemented by open-

access PCs.  Students should lock-away their own, and any loaned equipment when not in use, 

and should use a leash lock for laptops2 if they are to be unattended and can’t be locked away. 

                                                           
1 Advice on how to make a device uncache ‘forget’ passwords can be found on the IT Help Pages (www.help@chi.ac.uk) 
2 Leash locks can be loaned from SIZ  
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All users (staff and students) should set a password protected screen saver, and an auto-shut-down for when 

their equipment has been unused for more than a few minutes (University equipment is set to 5 minutes). Ideally 

a ‘boot’ password should be used to prevent a device’s operation, and its storage should be encrypted. All 

devices should be well maintained, and should use virus management software to help avoid contamination 

within the University3.  

Guidance on information storage is contained in Section 4 of this policy. Students do not have routine access to 

anything other than their own personal information, however if in any research (other than standard 

referencing) any living individual is named, this must be agreed in each research plan, including the approaches 

to information storage (and disposal) arrangements and must include explicit consent to be obtained for each 

identifiable participant.  

! As for staff, all Students should keep their device and system identifiers and passwords safe, should not allow 

anyone else to use their identity and must notify SIZ immediately if they believe that this has happened.  

2.6 Additional considerations for the University’s managers  

When considering the systems to which a member of staff might need access to, the line manager should assess 

what level of access that individual needs based on their job purpose and their job role.  If a job role changes, 

the line manager should review the access to systems that the post, and post holder has, and or needs and 

review these with the lead system manager (each system has a nominated business ‘owner’) of each system.  

Line managers should ensure that their staff are aware of the University’s policy documents, and where the staff 

members can go to get specific support and guidance.  

! Where access is no longer needed, the access to the system should be revoked  

To request access, a line manager should contact SIZ, who in turn will ensure that access is being enabled in line 

with each lead system manager’s processes and safeguards. Access can be ceased by informing SIZ.  

Where a member of staff leaves the University, access to University and its systems is automatically suspended 

through an automatic update from the HR System (iTrent). It is essential to make sure that iTrent is updated, 

and if there is a need to suspend all or some access more quickly then you should contact SIZ.  

! The more systems, and the higher the level of access, the higher the risk to your staff and your department, 

You can reduce your and the University’s risks by the review and reduction of excessive access to information  

If you or any member of your staff suspect that there has been any compromise of, or access to information, 

using the equipment in your department or log-in details any member of your staff, then you must notify SIZ 

immediately.  

SIZ will record and initiate the incident handling process, and will arrange an incident handling meeting with you. 

If any member of staff is suspected of a breach of security, then the HR department will assist in the 

investigation, which may then include line manager and where applicable union representation.  

! Where any breach of security is suspected, any member of staff who is involved in the breach whether 

culpably or willfully, may without prejudice, be removed from the University premises, with all access 

suspended until the outcome of an investigation. 

 

 

 

 

 

 

                                                           
3 SIZ can assist with advice on suitable products, and how to set up password protection 
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3 Accounts and passwords  

Access to systems comprises of regulated access to the University’s 

infrastructure and devices, and then on a user by user, case by case basis to 

each of the line of the University’s business systems (Moodle, SITS etc.). Each 

device is secured by a device password which gives access to the 

infrastructure (which includes wired networks and WiFi) which enables 

secure on-campus access to external resources via the internet, and to secure 

on and off -campus access to line of business systems held on-campus  

All University systems can be accessed using University and personally owned 

devices including desktop computers, laptops, tablets and Smart-phones.  Because 

personal devices may not have a device password, all University systems whether 

accessed off or on-campus requires all users (whether they are students, staff, 

partners or guests) to have an authorised account. An account comprises of the 

logon details which are typically, the ID (Identifier) and the associated password.   

! The named account holder is fully accountable for all use of the ID and passwords for their account.  

3.1 Identifiers and Passwords 

For access to University devices, infrastructure and systems, each user’s account is secured by an identifier and 

a password. For convenience the identifier is commonly a variant of the user’s name, and or email address. All 

users must manage the password associated with their identifiers for each service they are authorised to access 

in a safe and secure manner. It is good practice that;   

 Each password is appropriate and secret 

 Passwords should not be guessable i.e. not! your partner’s name, dates of birth, or names of your children 

 Passwords or logon details should never be divulged to any person; this includes the account holder’s 

manager, colleagues, staff and members of IT Services  

 Identifiers, Passwords and logon details should not be written down 

 You should not let your web-browser remember your passwords  

 You should not use your University ID and Password for access to any other website or service 

To facilitate the secure management of passwords on the IT systems, the following rules are applied:   

 It is good practice to change passwords regularly, recommendations from the Information Commissioner’s 

Office, and under ISO27001 vary in advising this is done between every 15 to every 60 days.  

 Passwords for the main University network will automatically expire after one year for staff and after 3 

years or the life of the course for students; passwords may not be reused.  

 Passwords require a minimum of EIGHT characters (one of which must be numeric) with a mixture of upper 

and lower case characters.  A stronger password will include at least one symbol  (+, -, *, #, etc).  

 Requests for password resets can be made via the FastPass self-service facility available via the University 

Internet site or alternatively can be handled by the SIZ.   

If users need to share information which is not ‘personal sensitive’ or otherwise restricted with other users, 

there are a number of solutions available to enable this in a safe and secure manner and without the need for 

passwords to be divulged.  For example, the University’s email and calendar system provides tools for the 

delegation of calendars, mailboxes and for configuring cloud storage to share designated areas.  

One-off, individual file level passwords can often be added in (for example) Microsoft Word and Excel and Adobe 

Portable Document Format (PDF) documents. Please note a) that the loss of passwords for these cannot be 

recovered by the IT Service, and b) this on its own offers only a very minimal level of security 

! Help and advice is available from the Support and Information Zone 01243 816222, help@chi.ac.uk and 

general guidance is published on the IT Help web pages http://help.chi.ac.uk/ .  

mailto:help@chi.ac.uk
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4 Information Storage and Devices  

A range of information storage media and locations are made available to staff and students. The University 

provided storage facilities include: 

 The H:\ and the S:\ Drive   

 Encrypted laptops (University provided)  

 Encrypted Memory Sticks (USB Sticks)  

 OneDrive (Cloud Storage)  

 Storage via Email 

 Smartphones 

 Other devices  

The user should select the most appropriate option to ensure information security, integrity and availability, 

taking into account the information’s sensitivity.  

! In the unusual event that the user cannot access a suitably secure storage medium, then all due consideration 

should be given to delaying any work that involves sensitive information, until a secure storage can be used.  

4.1 H: drive (all staff and all students)  

All staff and all students are provided with a H:\ which is a secure personal partition of the Storage Area Network 

(SAN) which is part of the University’s secure internal infrastructure.  This area is provided to Staff and Students 

to hold information related to University business, study and research.  Despite the H:\ being secured and 

protected with physical and logical safeguards (passwords etc.) this does not change the requirement for 

individuals to obtain explicit consent to store any personal details relating to another person.  

All users should manage their H:\ to avoid storing excessive amounts of information. There is a limit set against 

H:\ of 1Gb. The information on H:\ and S:\ are regularly copied to a further secure area for back-up and disaster 

recovery purposes, and it may be possible to recover information that has been deleted by accident.   

Where staff or students leave the University, the H:\ drive can be deleted. The leaving process includes analysis 

that might include the user retaining certain files, for example where covered in agreements on Patents and 

Inventions and Copyright relating to research and teaching materials.  

4.2 S: drive (staff only) has both ‘public’ and ‘private’ areas:  

The S\: drive ‘public’ area is used to provide a shared file storage area for a designated group such as a 

department. The S:\ drive for Faculty, is distinct from the S:\ for Estates. Within each S\: drive there is the facility 

to establish ‘private’ areas to allow for a only specified group of users required to see or access.  Each folder in 

this area is managed by a designated owner who controls which members of staff can access the contents.  The 

files can be shared across the University, and can be opened or restricted to groups and/or individuals.   

The files in S:\ are retained when the ‘owner’ leaves the University, and ownership of the S:\ can be transferred.  

The files are regularly copied to a further secure area, and it may be possible to recover information that has 

been deleted by accident.  Although it is secure, and access can be logged, S:\ should not be used to store 

personal details as to do so would require all members of the group that access S:\ to be formally authorised to 

access that person’s information.  

4.3 Encrypted Laptop Computers   

Where hard disk encryption is implemented on University owned windows based and Apple 

Mac laptops issued to individual members of staff, these machines are theoretically suitable 

for use on and off-campus with all levels of sensitive information, however H:\ and S:\ provide 

a better solution than storing any data locally on a laptop or USB stick, especially as the risks 

of a losing a laptop and hence the information are very significant.  
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4.4 Memory sticks   

Any USB storage device (memory Stick) used on a University managed Windows desktop 

PC, or Windows-based laptop PC, will automatically be encrypted. Any USB memory that 

is attached to a University owned laptop or PC cannot be written to until or unless it is 

encrypted. NB the encryption process wipes any existing information from the stick. 

Theoretically, general information down-loaded onto an encrypted memory stick is acceptable, however as H:\ 

etc. is available then using a USB should be only done in extraordinary circumstances, and should never be done 

where the information is considered sensitive (i.e. personal details) .  

! It is highly risky to down-load a unique (i.e. only) copy of any document or information to a USB stick   

The loss (or being unable to account for its whereabouts) of an encrypted memory stick with a copy of any 

personal details is still deemed to be an incident in which the Information Commissioners Office (ICO) must be 

notified, and for which the University can be fined for what might happen, and not just what did.     

The risk of loss of even an encrypted memory stick is even higher than the loss of a laptop, both are higher risk 

than if that information were stored on a H:\ drive. If a USB stick were to be lost or accessed, the ICO will almost 

certainly consider that having used a USB instead of H:\ to be contributory negligence, and irrespective of 

whether the information is known to have been read by an unauthorised persons, the incident is treated as 

though it has been.    

USB sticks may therefore not be taken off-campus if there is any possibility at all that they contain any sensitive 

personal information. In any investigation the Information Commissioners Office expect the organisation to be 

able to account for the whereabouts of any USB stick you have been issued or that has been used to store any 

University information of any kind. Should the password to a USB stick be lost, IT Services cannot recover 

information from a memory stick. 

! It is strongly recommended that you do not use memory sticks or any other removable media.  

4.5 OneDrive – Cloud Storage  

The University has subscribed to the Microsoft 365 OneDrive for Business. This provides a ‘virtual drive’ on the 

internet.   OneDrive is provided with every Chichester University email account, is made available for as long as 

the named user is at the University and can be configured by the user to provide both private and shared storage.  

It can be accessed from any location where an internet connection is available.  

Whilst the risk of information loss under this arrangement is considered low, unlike for H:\ which is controlled 

by the University IT Services Team, there is no facility in OneDrive for accidentally deleted information to be 

recovered.   OneDrive should not be used for the storage of sensitive personal information.  

4.6 Email – as storage   

The University’s email services are part of the Microsoft 365 OneDrive (cloud based) service.  This means that 

email correspondence and storage passes over and is stored in the Internet. Although the email servers and its 

transit to and from the user’s device are secure, email services are not generally considered to be, or designed 

to be a storage device as such, albeit that they store emails with information within them.     

Installing an email client (outlook desktop for example) on your devices means that a copy of the email will (most 

likely) be down-loaded to the local machine. This is an area of considerable risk, as often email is used for 

personal and sensitive information, and email is often overlooked as being a place that this is therefore stored. 

If you have a local email client, you must password protect it, and ideally you should have hardware protection 

(boot password, and encryption).  

Upon leaving the University, a staff member’s email account will be deleted. For a student leaving the University, 

their email account is converted into an alumni account, and its content is therefore (technically) retained.     

! It is high risk to down-load email to any device, and especially to your smartphone 
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4.7 Smartphones 

Increasingly, devices such as smartphones provide for the creation, receipt and storage of 

information (by email or web-browser access to line of business systems).  To comply with 

this policy, users should:  

 Protect their devices with a PIN code and/or password  

 Set the device to lock automatically after not more than five minutes of idle time  

 Switch on any other security features, such as the “Erase Data” feature of iPhones and iPads, which wipes 

the device after ten incorrect PIN entries  

 Ensure that emails containing (personal) sensitive information are removed promptly from the phones 

email inbox and ideally stored in a folder that is not synchronised with or held on the phone. 

 Avoid down-loading copies of emails to the local device  

 Inform IT Services immediately if a mobile device synchronised with the University email system is lost in 

order that access to the email information account can be deleted remotely.  

Although University provided mobile smart-phones have passwords and in-built security, where a personal 

mobile smart-phones, or personal laptops have been configured to enable access to a CHI email account, this 

significantly increases the risk of unauthorised access to the information in emails.  

! Smartphones are very high risk, as there is very little hardware protection available for them. You should 

avoid sending, receiving and storing emails on a smartphone that contains sensitive personal information. For 

advice on how to convert emails to files to be stored in to your H:\ drive, please contact SIZ.  

4.8 Other storage media and services  

The University holds no responsibility for other storage devices or services that individuals choose to use, and 

users have full accountability for their actions.  Sensitive Personal Information and Sensitive Information should 

not be stored on these devices. Examples include but are not limited to:  

 Non-University owned personal computers, laptops and netbooks  

 Tablet PCs  

 CD and DVD disks  

 Unencrypted USB memory sticks  

 Unencrypted removable hard drives  

 PDAs and mobile phones, including smartphones  

 Data tapes  

 External web services and non University cloud storage (Such as Dropbox)  

 SIM cards, flash memory and MP3 players  

 Games consoles  

 Non-University provided email systems  

! All removable media (USBs, CDS, SiM Cards, Memory Chips, Data Tapes etc), and personal devices (laptops 

tablets and phones) should be considered high risk. Personal details relating to any person should not be 

stored on these types of facility. It is far better to use your H:\drive  
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5 Categories Information Sensitivity  

! If you suspect any loss of information (paper or electronic) whether through losing a device or through any 

compromise to your passwords you must notify SIZ immediately.  

5.1 Categories of information  

There are four main classes of information described to illustrate the related additional safeguards that should 

be applied to the more sensitive types of information.  The level of sensitivity is part of the reasoning in how 

rigorous the access controls we provide, impose and advise to be used are, consequently the authentication 

processes for the Student Information System (SITS) are stronger than those for booking a room, and this is why 

login & passwords need to be re-entered when moving from a lower sensitivity system (Library catalogue for 

example) to a higher sensitivity system (SITS for example).  The main categories of information are; 

 Sensitive Personal information   

 Sensitive Information (i.e. confidential, and commercially sensitive) 

 Non-sensitive Information 

 Unauthorised Information 

Although systems safeguards are related to the sensitivity, all information whether electronic or paper should 

be physically secured (held in locked filing cabinets, held in locked rooms when not being supervised). Laptops, 

tablets, desktop computers and Smart-Phones that can access information should also be physically secured by 

being locked away when not in use, and for example using a leash lock for any brief absence of its owner/user.  

5.2 Sensitive Personal Information  

The Data Protection Act 1998, defines Personal Information as information which relates to a living individual 

who can be identified from that information, (whether directly or indirectly on its own or in conjunction with 

any other information held).   

! For a fuller understanding of the Data Protection Act, please access the University’s guidance at   

http://www.chi.ac.uk/about-us/about-us/how-we-work/policies/data-protection    

Sensitive Personal Information includes (but is not limited to)  name, address (home or term time), gender and 

date of birth, but also to information relating to racial or ethnic origin, political opinions, religious beliefs, trade 

union membership, physical or mental health, sexual life, sexuality, offences or alleged offences.   

5.3 Sensitive Information 

Sensitive information is information that, if released to unauthorised persons, would be likely to cause damage 

or distress to one or more individuals or to the University. This includes but is not limited to: commercially 

confidential documents and infringement of intellectual property rights.  Any information that could be used for 

illegal purposes is also included.  

5.4 Non-sensitive information  

Non-sensitive information is information that, if released to unauthorised persons would not adversely affect 

any individual or have a negative impact on the University.   

5.5 Unauthorised information  

Unauthorised information is that which should not be distributed via University IT systems.  Individuals have a 

responsibility either to remove this information or notify IT Services of its existence.  This includes, but is not 

limited to:  

 Personally owned music files, video files and photographs, 

 Personally owned software, or any information created or stored on counterfeit equipment, or in 
unlicensed software  

 Unregistered personal information (see Data Protection Act, 1998)  

 Any information that is not compliant with University Policies, Copyright Licences, procedures or current 
legislation, and any information being used consciously or unconsciously in any illegal act 
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6 Appendix 1: Summary of the main legal frameworks 

This policy is a high level summary of the practices expected of any organisation, and its members. The policy is 

not exhaustive, nor does it over-ride statutory requirements. Use of University information and IT systems is 

subject to all relevant legislation, licence agreements, University Policies and other regulatory requirements 

which include the latest versions of, but are not limited to:  

 Chest Code of Conduct  (See http://www.eduserv.org.uk/services/Chest-Agreements)  

 Computer Misuse Act 1990   

 Copyright Designs and Patents Act 1988 

 Criminal Justice and Public Order Act 1994 

 Data Protection Act 1998 Digital Economic Act 2010  

 Educational Recording Agency Licence 

 Employment Code of Practice 2002  

 Freedom of Information Act 2000  

 Human Rights Act 1998  

 JANET Acceptable Use Policy (Joint Academic NETwork)  

 Police and Criminal Evidence Act 1984  

 Police and Justice Act 2006  

 Prevention of Terrorism Act 2005  

 Malicious Communication Act 1988 

 Marketing and Communications Policy  

 Newspaper Licensing Agency Licence  

 Obscene Publication Acts 1959 and 1964   

 Protection of Children Act 1978   

 Regulation of Investigatory Powers Act 2000 

 Software Licence Agreements  

 Terrorism Act 2006  

 WEEE Directive (Waste Electrical and Electronic Equipment Directive)  

     

! Please note: It is the responsibility of each individual staff member, student or other stakeholder associated 

with the University to ensure they fully comply with the relevant and most up to date versions of legislation 

and any other regulatory requirements. The University’s policy should be used as a guide to good practices, 

and not an exhaustive or authoritative statement of what you should do to comply with any relevant 

legislation.  

 

! Please Remember: in accordance with Data Protection legislation, you as well as the University are jointly and 

severally liable for your actions and their consequences; these could endanger our students, staff and 

partners, and can include both financial and reputational damage to the University.    
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7 Appendix 2: Monitoring and compliance 

In addition to our combined commitment to privacy and confidentiality, the University is legally obliged to 

ensure that computing services (hardware, software, network services) are used appropriately in support of 

institutional activities and to ensure compliance with statutory provisions and licence agreements.  

Computing services and facilities are provided to enable staff, students and guests to carry out their work, 

research or studies while at the University.  On activating an IT account at the University, the user is explicitly 

bound by this Policy.  

Initial awareness of the policy is incorporated into induction training for staff and students, and for any member 

of staff who is inviting a partner, or a visiting academic to the University, they should advise the partner / visitor 

to review this policy.  Incidents and questions logged with SIZ, and the incidence of access to this document is 

logged as a relative measure of the levels of awareness, and this will inform additional guidance and advice.  

7.1  Communication  

This policy has been made available to all staff and students through;  

 Staff Recruitment processes 

 The staff and student induction processes 

 By reference in the University’s on-line Data Protection Act Training 

https://www.icre8.org.uk/org/Courses/chichester/dpa/   

 The employee and student handbooks 

 The University’s website, and IT Help pages 

7.2 Monitoring the awareness and compliance with the policy 

Compliance with the policy is primarily a line management responsibility for staff, supported by an additional 

review by each lead system manager. Compliance with the policy is less direct for Students, although the 

incidence of student access to the policy is separately recorded.  IT Services assist in the application of the policy, 

through technical safeguarding to help avoid unauthorised access, to identify where this may have taken place 

and to assist in investigating whether there has been a breach of the policy. 

The policy is made available to students, and to staff. Staff awareness of the policy is assisted by inclusion in the 

induction process and is refreshed annually in the Performance Review and Planning Development process. 

The Strategy, and its reviews will be compiled in an annual report, covering;  

 The frequency of this document is accessed,  

 The frequency of access to, the University’s Data Protection Act intranet pages 

 The use, and results of the Data Protection Training Tool 

 Analysis of annual security check for each system, with each lead system manager;  

 An Information Security question to be added to the annual IT Service customer survey,  

 Analysis of any suspected or actual information loss incidents 

The University’s Strategy Risks and Projects (StRAP) group will review the report, making recommendations for 

the review of policies and procedures, and advising the Chief Executive’s Executive Team (CHET) as required.  

7.3 Monitoring IT systems 

In order to ensure the University’s compliance with Data Protection and good IT Security practices, use of the 

University’s IT Systems may be subject to monitoring and logging.  
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The University’s IT Service routinely monitors the status of IT systems to assist in the management, protection 

and development of these systems.  IT services retain logs of access to systems for review, and as stated in the 

policy only the account holder may access their information. Only in exceptional circumstances can the user’s 

information be viewed by any third party. Such circumstances must include an explicit and recorded instruction 

to be given.  Such instructions must be provided, with details of what is to be done and why, by a member of 

the Chief Executive’s Team or the University Secretary.  This may happen in the following circumstances:  

  A request is made by the security forces  

 A request is made by a police force investigating alleged criminal activity, or in support of other law 

enforcement processes  

 The University is undertaking an internal investigation in line with its published Policies and Procedures  

 The University is required to provide information to external bodies such as a software licensing company 

in line with the terms and conditions of a licensing agreement  

 The Chief Executive’s Team determines that monitoring or investigation is necessary to ensure compliance 

with the law or with University Policies and Procedures.   

7.4 Reporting 

All incidents where there is any risk of information loss, or unauthorised access should be reported to SIZ, whose 

standards processes will be to assess the level of risk, and for any incident within which there is a risk of the loss 

of information, or the likelihood of involvement with the Information Commissioner’s Office will be advised to 

the Chief Executive’s Executive Team. 

As part of its annual review, further analysis will be undertaken and collated for the University’s Strategy, Risks 

and Projects (STRAP) group, to include;  

 Statistics from SIZ of the number of suspected issues, and the number of actual issues 

 Statistics from Moodle for the number of accesses to this policy document 

 Statistics from the Staff Intranet for the number of times this policy document has been accessed  

 Any recommendations from the University’s Data Protection lead (Currently the Director for Admissions 

and Academic Standards).  

 The date, and outcomes from each system review meeting  

 The results of ‘penetration testing’ and any other recommendations for IT Security 

 Revisions to the policy, its awareness raising and monitoring.  
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